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8% Similitud general
El total combinado de todas las coincidencias, incluidas las fuentes superpuestas, para ca…

Filtrado desde el informe

Bibliografía

Coincidencias menores (menos de 10 palabras)

Grupos de coincidencias

18 Sin cita o referencia  8%
Coincidencias sin una citación ni comillas en el texto

2 Faltan citas  0%
Coincidencias que siguen siendo muy similar al material fuente

0 Falta referencia  0%
Las coincidencias tienen comillas, pero no una citación correcta en el texto

0 Con comillas y referencia  0%
Coincidencias de citación en el texto, pero sin comillas

Fuentes principales

7% Fuentes de Internet

4% Publicaciones

2% Trabajos entregados (trabajos del estudiante)

Marcas de integridad
N.º de alertas de integridad para revisión

No se han detectado manipulaciones de texto sospechosas.
Los algoritmos de nuestro sistema analizan un documento en profundidad para 
buscar inconsistencias que permitirían distinguirlo de una entrega normal. Si 
advertimos algo extraño, lo marcamos como una alerta para que pueda revisarlo.

Una marca de alerta no es necesariamente un indicador de problemas. Sin embargo, 
recomendamos que preste atención y la revise.
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Abstract –The accelerated growth of e-learning 

exposed weaknesses in the security of digital educational 

platforms. In this context, a software security quality 

assessment model for e-learning was developed, 

validated, and applied. The model is based on the 

international standards ISO/IEC 25010, 25023, and 

25040, and considers five key security aspects: 

confidentiality, integrity, non-repudiation, 

responsibility, and authenticity. For its construction, a 

structured catalog of metrics and an acceptance scale 

were developed, facilitating the objective measurement 

of each aspect. The instrument was validated using the 

Delphi method, with the participation of software 

evaluation experts, who confirmed the model's 

coherence and relevance. Subsequently, it was applied 

in three e-learning platforms, in collaboration with 

internal and external evaluators, which enabled 

verification of its ability to differentiate the 

implementation of security measures across systems. 

The results showed that confidentiality reached 

acceptable values, exceeding 70% on average, while 

authenticity was the most critical aspect, with values 

below 40% on all platforms. The attributes of integrity, 

responsibility, and non-repudiation were rated as only 

minimally acceptable, indicating limited coverage of 

control. In summary, the proposed model constitutes a 

rigorous and replicable tool to support strategic 

decisions, thereby contributing to the protection of 

sensitive information for students and teachers. 
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1. Introduction 
 

The COVID-19 crisis, which began in late 2019, 

disrupted everyday life, the economy, and social 

interactions worldwide [1]. As part of efforts to stop 

the spread of the virus, most governments chose to 

temporarily suspend educational institutions, 

prioritizing the health of students, teachers, and staff 

[2]. In this context, there was an acceleration in the 

adoption of new digital technologies in the 

educational field, and e-learning reached maturity as 

the main means of teaching [3]. Educational entities 

adopted e-learning platforms such as Blackboard, 

Moodle, and Google Classroom, in addition to support 

platforms such as Zoom and Microsoft Teams [4], [5]. 

These platforms have become essential for online 

education, facilitating not only distance learning but 

also the introduction of new pedagogical 

methodologies. However, vulnerabilities have been 

discovered in e-learning platforms, highlighting the 

urgent need to implement mitigation strategies to face 

digital risks [6], [7]. 

 

E-learning platforms must be evaluated in aspects 

such as functionality, efficiency, usability, and 

security [8], [9]. To carry out this evaluation, the 

ISO/IEC 25000 family of standards provides a robust 

framework, enabling the objective measurement of 

these characteristics, particularly safety, through 

standardized metrics [10]. Its correct application 
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contributes to protecting sensitive information, 

reducing risks of cyberattacks, and strengthening the 

reputation of educational institutions [11], [12]. 

In the context of the rapid growth of e-learning, 

significant security challenges have emerged. Many 

educational institutions still lack a clear and 

standardized model for assessing the quality of 

security on e-learning platforms. Although 

international standards such as ISO/IEC 25010, 

ISO/IEC 25023, and ISO/IEC 25040 [13], [14] offer 

frameworks for assessing software quality, their 

specific implementation in the context of platform 

security remains quite limited [15]. 

The lack of an adequate framework for security 

assessment has led to vulnerabilities and gaps, putting 

the protection of sensitive information and the 

continuity of educational processes at serious risk. 

Therefore, it is essential to develop a security quality 

assessment model specifically adapted for e-learning 

platforms, based on the relevant ISO/IEC international 

standard [16], [17]. However, it is essential to note that 

software quality models, such as ISO/IEC 25010, 

McCall, Boehm, and Dromey, are more general and 

do not specifically address the security vulnerabilities 

typical of online educational environments [18]. 

Several studies have investigated the importance of 

software security, and researchers [19] emphasize the 

need to incorporate security from the early stages of 

development, utilizing the international standard 

ISO/IEC 25010. For its part [12], demonstrates that 

the application of these standards in e-learning 

platforms improves security, although they face 

challenges in terms of integrity. Other researchers, 

such as [20], have addressed the gap between 

academic teachings and industrial demands on 

security, proposing a maturity approach that integrates 

security from the design phase. [21] They analyzed the 

security of personal data storage in Learning 

Management Systems, identifying significant 

vulnerabilities and proposing solutions to enhance 

data confidentiality and security. On the other hand 

[22], focused on the use of emerging technologies to 

improve student authenticity in online assessments, 

addressing aspects of authentication security and 

preventing account sharing. 

Globally, the education industry has been an ideal 

target for cybercriminals. According to a report by 

SOCRadar, in 2024, several e-learning platforms 

experienced a significant increase in cyberattacks, 

including ransomware attacks, data breaches, and 

phishing attacks, which affected educational 

institutions worldwide, including schools and 

universities [23]. An IBM report revealed that 

universities and schools have been targeted by 25% 

more ransomware attacks compared to the previous 

year, highlighting the growing threat to educational 

platforms [24]. 

In Peru, although there are no exact figures on 

cyberattacks specifically targeting e-learning 

platforms, a significant increase in cyber incidents has 

been observed nationwide. In 2024, Peru experienced 

more than 45.5 billion cyberattacks, including 

ransomware, phishing, and automated attacks [25]. 

During the APEC 2024 Summit in Lima, more than 

half a million cyberattacks were mitigated, 

demonstrating the growing threat posed by large-scale 

international events [26]. 

E-learning platforms such as Google, Moodle, and 

Blackboard have been breached due to different 

security flaws, which demonstrates the weakness of 

teacher and student data: 

• Blackboard: In 2019, Bill Demirkapi discovered 

critical security errors that enabled unauthorized 

access to sensitive information from more than 5 

million records, affecting over 5,000 schools [27]. 

• Moodle: A vulnerability has been identified in the 

Moodle Shibboleth authentication module, 

allowing for remote code execution and 

potentially compromising millions of accounts. 

These incidents highlight the severity of security 

breaches on educational platforms, which can 

facilitate the manipulation of grades and 

unauthorized access to exams [28]. 

• Google: In 2024, Google reached a court 

settlement in the U.S. after being charged with 

collecting biometric data from schoolchildren 

using G Suite for Education without parental 

consent. The case highlighted critical child 

privacy risks in digital educational environments, 

with respect to data protection regulations, 

especially in children under 13 years of age [29]. 

This study contributes to the development and 

validation of a security quality assessment model 

for e-learning platforms, guided by quality 

standards such as ISO/IEC 25010, ISO/IEC 25040, 

and ISO/IEC 25023. This model quantifies the 

security quality on e-learning platforms and 

identifies specific vulnerabilities using metrics 

based on ISO standards. 
 

2. Methodology 
 

This study is based on the principles of applied 

research, as proposed [30], which presents an 

evaluation model focused on understanding the 

various approaches related to software quality. To 

facilitate the understanding and use of the proposed 

model, a diagram was designed in accordance with 

the recommendations of the international standards 

ISO/IEC 25000. Figure 1 outlines the various 

phases that comprise the research. 

For this, a quantitative approach is used, following 

the guidelines of [31], which is distinguished by an 

orderly and validated process, supported by reliable 

tools for data collection. Through numerical 
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analysis and statistical techniques, the study ensures 

the accuracy of the results and their applicability in 

various scenarios, supporting the effectiveness of 

the model with data evaluated by experts, as noted 

by [32]. 
 

 
Figure 1.  Phases of the investigation of the proposed 

evaluation model 
 

The methodological development of the model is 

structured in five phases, which are described below 

in a summarized way. 
 

2.2. Phase 1: Analysis of functional characteristics in e-

learning platforms 
 

In this phase, a literature review was conducted on 

various e-learning platforms and their functional 

characteristics, with a particular focus on aspects 

related to quality and safety. From this analysis, the 

most common functionalities were identified and 

grouped into three levels of criticality: high, medium, 

and low, according to the frequency with which they 

were reported in the studies [1], [6], [11], [12], [33]. 

Table I shows this classification, where it can be seen 

that functions such as authentication, content 

management, course administration, evaluation 

management, and forums are the most critical. At the 

same time, password recovery, chat, and 

videoconferencing are considered to have medium 

criticality, while virtual reality, along with the user 

profile, is considered to have less impact. 
 

Table 1.  Functional Feature Criticality Rating 
 

Criticality level 
Functional 

characteristics 
Studies 

High 

Authentication 

[1], [6], 

[11], [12], 

[13] 

Content management 

Course management 

Evaluation 

management 

Medium 

Forums 

[1], [6], 

[12], [33] 

Password recovery 

Chat 

Video conference 

Low 
Virtual reality 

[11] 
Profile 

 

2.1. Phase 2: Revision of International Standards 
 

In this phase, the foundation is laid for developing 

a reliable assessment model. To this end, an 

exhaustive analysis of international software quality 

standards and frameworks was conducted, with a 

particular focus on the security of e-learning 

platforms. Table 2 presents a comparison of different 

quality models, highlighting their key characteristics 

and citing relevant studies. This comparison enabled 

the clarification of how each model integrates safety, 

continuous improvement, ease of maintenance, and its 

market acceptance. 
 

Table 2.  Comparison of software quality models 
 

Characteristics McCall 

ISO 

250

10 

Boe

hm 

Dro

mey 

ISO 

9126 

Safety as a key 

attribute 
[34] [35]  [36] [37] 

Oriented to 

continuous 

improvement 

 [38] [37] [37]  

Maintainability 

evaluation 
 [39]    

Widespread use 

in industry 
[40], [41] [8]    

 

In Table 3, several international standards related 

to safety metrics were compared. This comparison 

was key to understanding how each standard 

addresses fundamental aspects such as the 

confidentiality, integrity, and availability of 
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information. This analysis facilitated the identification 

of the most appropriate standards to evaluate e-

learning platforms, ensuring that the threats and 

vulnerabilities inherent to these environments were 

effectively covered. 
 

Table 3.  Comparison of international standards on 

safety metrics 
 

Characteristics 

ISO 

2502

3 

Owasp 

metrics 

ISO 

15408 

ISO 

2700

5 

Confidentiality, 

integrity, 

availability 

[42], 

[43] 

 [44] [45] 

International 

Standards 
[42] 

 [46] [46] 

Quantitative 

metrics 
[42] 

[43]   

Applicability in 

IT 
     

  [45] 

 

On the other hand, Table 4 presents a detailed 

analysis of the characteristics of the evaluation 

models. These processes were especially valuable for 

e-learning platforms because they offer a clear and 

accessible description of each stage, serving as a 

practical guide for technical teams and educational 

administrators. In this way, it was sought to ensure 

that the systems continuously maintained the quality 

standards necessary for the correct functioning of the 

e-learning platforms. 
 

Table 4.  Comparison of software evaluation models 
 

Characteristics 
ISO 

25040 

ISO 

15939 

ISO 

33063 

ISO 

29119 

Continuous 

Evaluation 
[46] [47] 

 [48] 

International 

Standardization 
[49]  

[50]  

Focus on global 

software quality. 
[46]  

 [51] 

Clear definition 

of stages 
[52] [47] 

[50]  

Process Oriented [49]    

 

2.3. Phase 3: Design of the software security quality 

assessment model 
 

In this phase, an evaluation model was designed to 

measure the level of security on e-learning platforms, 

based on the information collected in Phases 1 and 2. 

The design focused on five fundamental aspects 

defined by ISO/IEC 25010 [53]: Confidentiality, 

Integrity, Non-Repudiation, Responsibility, and 

Authenticity. 

 

For the evaluation of these aspects, ISO/IEC 25040 

[49] was chosen, which guarantees a structured 

evaluation process that includes process inputs and 

outputs, limitations, and resources, thus ensuring that 

the evaluation model is technical and reliable. 

 On the other hand, the 10 external security metrics 

defined in ISO/IEC 25023 [42], taking into account 

the characteristics or functionalities of the e-learning 

platforms described in Table 6. Based on the metrics, 

an instrument was developed to serve as the basis and 

evaluation tool for the e-learning platforms. This 

instrument is structured around the 5 security aspects 

and the 10 corresponding metrics. The confidentiality 

aspect consists of 21 items, Integrity of 18 items, Non-

Repudiation of 9 items, Responsibility of 13 items, 

and Authenticity of 36 items; each item has three 

alternatives (Yes, No, and Not Applicable). According 

to the results, the formula for the metric is applied and 

averaged for each aspect evaluated. For the final 

result, the value of the aspect is multiplied by a certain 

weight (Confidentiality = 0.4, Integrity =0.15, Non-

Repudiation =0.05, Responsibility = 0.10 and 

Authenticity = 0.30), and finally, the results are added 

and verified on what scale it is according to Table V, 

where an acceptance scale is defined considering the 

scores obtained by the evaluated platform: 

"Unacceptable", "Minimally Acceptable", "Target 

Range", and "Exceeds the Requirements" said scales 

are presented in Table 5 

 

Table 5. Acceptance scale for safety assessment 

 

The final design of the model articulates aspects, 

metrics, and scale in an evaluation process structured 

in five stages, as presented in Figure 2. Stage 1 

(Establish) identifies the most relevant security 

aspects that will be used to evaluate the e-learning 

platform. Stage 2 (Specify) involves selecting and 

weighting the most appropriate metrics to evaluate the 

aspects identified in Stage 1, with reference to the 

ISO/IEC 25023 standard. Stage 3 (Design) customizes 

the evaluation instrument according to the specific 

characteristics of the e-learning platform's context. 

Stage 4 (Execute) corresponds to the application of the 

instrument in practice, where the evaluation process is 

developed in a structured and controlled manner, in 

accordance with the provisions of ISO/IEC 25040. 

Finally, in Stage 5 (Conclude), the results obtained are 

processed and analyzed, generating a report that 

determines the level of general acceptance of the 

evaluated platform and each safety aspect defined in 

Table 6.  

Acceptance level Measurement Scale 

Unacceptable (I) 0 <= X < 40 

Minimally Acceptable (MA) 40 <= X < 60 

Target range (RO) 60 <= X < 90 

Exceeds requirements (ER) 90 <= X < 100 

7
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Table 6.  Security metrics based on ISO/IEC 25023 

 

 

 

 

 

 

 

 

 

 

Key aspects Metrics Description Formula 

Confidentiality 

1. Access control 
What proportion of 

sensitive data is protected 

from unauthorized access? 

X = 1 - (A / B) 

A = Number of sensitive data that can be 

accessed without authorization 

B = Number of data requiring access control 

2. Data 

encryption 

How well is the 

encryption/decryption of 

data elements implemented 

as specified in the 

requirements? 

X= A / B 

A= Number of data encrypted/decrypted 

correctly 

B= Number of data requiring 

encryption/decryption 

3. Cryptographic 

algorithms 

What proportion of 

cryptographic algorithms 

have been well evaluated? 

X = 1 - A/B 

A= Number of broken or unacceptably risky 
cryptographic algorithms in use 
B= Number of cryptographic algorithms used 

Integrity 

4. Data integrity 

To what extent has 

corruption or modification 

of data due to unauthorized 

access been prevented? 

X = 1 - A/B 

A= Number of data items that have been 

effectively corrupted by unauthorized access 

B= Number of data elements for which 

corruption or modification must be prevented 

5. Internal data 

corruption 

prevention 

To what extent has 

corruption or modification 

of data due to unauthorized 

access been prevented? 

X= A /B 

A= Number of data corruption prevention 

methods actually implemented 

B= Number of data corruption prevention 

methods available and recommended 

Non-

Repudiation 

6. Using a digital 

signature 

What is the proportion of 

events requiring non-

repudiation processed using 

digital signatures? 

X=A/B 

A= Number of events that ensure non-

repudiation using a digital signature 

B= Number of accesses to the system and the 
data registered in the system log 

Responsibility 

7. Integrity of the 

user audit trail 

How complete is the audit 

trail regarding user access 

to the system or data? 

X = A/B 

A= Number of accesses registered in all 

records (logs) 

B= Number of accesses to the system or to the 

data actually verified 

8. System 

Record 

Retention 

How long is the system log 

retained in percentage 

stable storage? 

X=A/B 

A= Duration for which the system log is 

effectively kept in stable storage  

B= Retention period specified to keep the 

system log in stable storage 

Authenticity 

9. Sufficiency of 

the 

authentication 

mechanism 

How well does the system 

authenticate a subject's 

identity? 

X=A/B 

A= Number of authentication mechanisms 

provided (for example, user ID/password or IC 

card) 

B= Number of authentication mechanisms 

specified 

10. Compliance 

with 

authentication 

rules 

What is the proportion of 

the required authentication 

rule that is set? 

X=A/B 

A= Number of authentication rules 
implemented 
B= Number of authentication rules specified 

 

1

1

1

1

1

1

1

1

2

2

3

3
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2.4. Phase 4: Validation of the software quality 

assessment model 
 

During the fourth phase, the instrument for model 

validation was developed; this instrument consists of 

five dimensions: alignment with e-learning platforms 

and ISO standards, with two items; methodology and 

metrics, with three items; objectivity, with four items; 

effectiveness, with two items; and ease of use, with 

three items. The Delphi method was then used to 

validate the model. This method involves assembling 

a panel of experts to reach a consensus on a specific 

problem or issue. For this purpose, experts in 

cybersecurity, quality, and software evaluation were 

selected to make a value judgment using the 

aforementioned validation instrument. Iterative 

feedback was conducted with the experts until a 

consensus was reached, and the model was 

subsequently validated, as illustrated in Figure 3, 

which outlines the model validation process. 
 

 
 

Figure 2. Final design of the safety assessment model 
 

 
 

Figure 3. Validation process of the proposed model 

(Delphi method) 

 

2.5. Phase 5: Application of the software security quality 

assessment model 
 

Finally, in Phase 5, the security quality assessment 

model was implemented in three different e-learning 

platforms. To do this, firstly, a detailed plan was 

developed that defined the platforms, modules and 

tools to be evaluated, as well as the quality methods 

and metrics to be applied, then the evaluators carried 

out the measurements, three evaluations were 

obtained for each platform, of which one result was by 

an internal technical evaluator of the development 

team, an internal evaluator with an auditor profile and 

an external safety expert evaluator. Subsequently, the 

acquirer reviewed the results to make decisions about 

the adoption or improvement of the platforms, 

generating a report with final recommendations based 

on the evaluated quality attributes. 
 

3. Results 
 

The security quality assessment model was applied 

to educational platforms of three different institutions: 

Platform A, Platform B and Platform C, in each of 

these platforms three evaluators were assigned who 

used the instrument developed and validated in the 

study, the roles of these evaluators were: "Internal 

Auditor (AI)", "External Evaluator (EE)" and 

"Technical Leader (LT)". 

Figure 4 shows the consolidated results of the three 

e-learning platforms in the five security aspects 

evaluated. In Platform A, the results show uneven 

performance in the five security aspects evaluated. 

Confidentiality reaches the "Target Range" with 

values greater than 60% in the three evaluations (LT: 

77%, AI: 87%, and EE: 68%), indicating that there are 

adequate mechanisms in place to protect the sensitive 

information of users. However, authenticity reflects a 

clear weakness, with very low scores (LT: 38%, AI: 

25%, and EE: 22%), indicating an "Unacceptable" 

level and posing serious risks to the validation of 

users' identities. Regarding integrity, the results are 

heterogeneous: while the technical leader reports 

71%, the other evaluators indicate very low levels 

(EE: 38% and AI: 13%), which suggests a lack of 

consistency in the controls implemented. The 

responsibility is divided 50% between the internal 

auditor and external evaluator, classified as 

"Minimally Acceptable," and the technical leader at 

75%, which reflects limitations in the traceability of 

actions within the system. Finally, the evaluation of 

the Non-Repudiation aspect is not contemplated 

because the objective of the e-learning platform does 

not require such functionality. 

In Platform B, the results indicate progress in 

certain security aspects, although significant 

weaknesses persist. Confidentiality obtains relatively 

stable values (LT: 64%, AI: 70%, and EE: 70%), 
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placing it within a "Target Range", which indicates a 

good level of protection. In terms of authenticity, the 

three evaluators agree on a low score (38%), ranking 

it in the "Unacceptable" level. This finding reveals a 

significant lack in identity validation and represents a 

critical risk to the platform's reliability. Integrity 

presents a mixed evaluation: while the Internal 

Auditor achieves 64%, the other evaluators record 

lower results (LT: 50% and EE: 48%), falling within 

the "Minimally Acceptable" range. This reflects that 

data consistency controls are not fully secured. 

Responsibility is the strongest point of Platform B, 

with maximum values (AI: 100% and EE: 100%), 

although the Technical Leader only scores 50%. 

Overall, this aspect can be considered acceptable, as it 

highlights the presence of traceability mechanisms, 

although there are differences in the evaluators' 

perceptions. Finally, non-repudiation receives a 

critical rating (0% in EE and AI, and 44% in LT), 

which places this aspect at the "unacceptable" level, 

revealing the lack of controls that ensure transaction 

verification and the impossibility for a user to deny 

their participation in them. 

In Platform C, the results indicate acceptable 

performance in certain security aspects, although 

critical gaps persist that impact the overall confidence 

in the system. Confidentiality shows consistent values 

(LT: 65%, AI: 75% and EE: 76%), reaching the 

"Target Range" and evidencing an optimal level of 

information protection. As for authenticity, the three 

evaluators agree on very low scores (LT: 31%, AI: 

22%, and EE: 22%), indicating a clearly 

"Unacceptable" level. This weakness is the most 

critical point of the platform, since it puts the veracity 

of the users' identity at risk. Integrity obtains mixed 

results: while the Internal Auditor registers 38% 

"Unacceptable", the Technical Leader achieves 71% 

and the External Evaluator 33%, the latter falls within 

the "Unacceptable" range. This variability reflects the 

lack of uniformity in the mechanisms that ensure data 

consistency and integrity. In the case of responsibility, 

the three evaluators assign 50%, placing this aspect at 

the "Minimally Acceptable" level. Although there is 

traceability in the actions, there is no evidence of solid 

control that allows for detailed monitoring of the 

operations. Finally, non-repudiation presents a 

heterogeneous situation: the Technical Leader and the 

Internal Auditor report low values (67% and 44%, 

respectively), while the External Evaluator reports a 

higher value of 33%. This places this aspect between 

the "Unacceptable" and the "Minimally Acceptable", 

which casts doubt on the system's ability to guarantee 

the validation of transactions and the non-denial of 

responsibilities. 
 

 

 
 

Figure 4. Result of the assessment of the security quality of 

e-learning platforms 
 

Finally, the results were consolidated in Figure 5 

considering the five key security aspects by the three 

platforms; all platforms are within the "Minimally 

Acceptable" scale, although the confidentiality aspect 

reaches the expected level in all platforms, the general 

picture is worrying, since the authenticity aspect is the 

weakest link, since their evaluations score an 

"Unacceptable" level in the three platforms analyzed, 

which raises serious doubts about the identity of the 

users and the veracity of the data. Other aspects, such 

as integrity, responsibility, and non-repudiation, also 

exhibit deficiencies, leaving information systems in a 

"Minimally Acceptable" state. These findings 

underscore the need to strengthen access controls, 

authentication policies, and security standards on e-

learning platforms.  

All platforms have weaknesses reported by the 

three evaluators of each of them, however, some 

vulnerabilities are shown in Table VII as the main 

ones because they appear in all the evaluations, this 

reveals that they need rules to strengthen their 

authentication mechanism and implement clear 

conforming security policies while it is recommended 

to invest in updating technologies for authentication 

and encryption, to guarantee compliance with the 

aspects of authenticity, confidentiality and integrity 

defined in ISO/IEC 25010. 
 

 
 

Figure 5. Consolidated results of the three e-learning 

platforms 
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Table 7.  Principal vulnerabilities detected in the 

evaluated platforms 
 

Aspect 
Criteria 

Evaluated 
Identified vulnerability 

A
u

th
en

ti
ci

ty
 

Compliance 

with 

authentication 

rules 

Temporary passwords with 

no defined validity period 

Non-generic error messages 

in the login (can filter 

information) 

No mandatory password 

change after a defined period 

No MFA or reauthentication 

for critical functions 

Sufficiency of 

the 

authentication 

mechanism 

No integration with a single-

use authentication (OTP) 

application 

No integration with multiple 

authentication applications 

No limit on failed attempts 

with authentication apps 

No limit on attempts for 

password recovery 

Failure to prevent the use of 

personal information as a 

password 

C
o

n
fi

d
en

ti
al

it
y

 

Access 

control 
Unauthorized access to 

credentials 

Data 

encryption 
Certificates, diplomas, and 

qualifications without 

encryption 

Cryptographic 

algorithms 
Use of MD5 for hashing 

(vulnerable to collisions) 

 

4. Discussion 
 

The results obtained validate the proposed 

evaluation model as an effective tool for diagnosing 

the level of security on e-learning platforms. Unlike 

the approach proposed in [12], which focuses 

exclusively on usability and user experience, the 

model developed in this study explicitly addresses 

software security quality, incorporating five critical 

aspects defined by the ISO/IEC 25010 standard. This 

enables a more technical and structured evaluation, 

considering key elements such as authenticity, non-

repudiation, and responsibility, which are essential in 

environments where sensitive student and teacher data 

are managed. 

For its part, the proposal presented in [18] is based 

on a set of general quality indicators applicable to 

learning management systems. However, this 

approach lacks a structure based on specific technical 

standards such as ISO/IEC 25023 and does not include 

a validated catalog of metrics directly applicable to 

software security analysis. In contrast, the present 

study incorporates normative metrics integrated into 

an instrument designed and validated through expert 

judgment. 

In addition, the differentiated results between the 

evaluated platforms demonstrate the model's 

discriminatory capacity, clearly identifying particular 

strengths and weaknesses. For example, the observed 

differences in confidentiality and authenticity between 

platforms B and C reflect substantial variations in the 

implementation of access controls, encryption, and 

authentication mechanisms. These distinctions enable 

technology decision-makers to make informed 

decisions to mitigate risks and improve institutional 

data protection. 

Finally, although the model demonstrated solid 

results in its validation and initial application, the 

reduced sample size is recognized as a limitation. 

Therefore, its application is recommended on a greater 

number of platforms and in diverse institutional 

contexts to strengthen its external validity and expand 

its practical applicability in the digital educational 

field. 
 

5. Conclusion 
 

This study presented a software security quality 

assessment model for e-learning platforms, based on 

ISO/IEC 25010, 25023, and 25040 standards. The 

model was developed in five phases and integrates 

five security aspects, a structured catalog of technical 

metrics, and an acceptance scale validated through 

expert judgment. 

The application of the model across three 

educational platforms enabled the identification of 

significant differences in compliance with safety 

criteria. The results showed that the instrument can 

accurately discriminate between platforms with 

different levels of technical maturity in key aspects 

such as confidentiality, authenticity, and 

responsibility. 

Unlike previous proposals [12], [18], the model 

presented is based on international standards and 

offers a quantitative structure that facilitates the 

reproducible evaluation of digital educational 

systems. This makes it a valuable tool for both audit 

processes and the continuous improvement of 

technological platforms in academic environments. 

As future work, it is proposed to extend the 

application of the model to a larger sample of 

platforms, as well as to explore its integration in 

hybrid or mobile environments, where security 

remains a significant challenge. It is also 

recommended to evaluate the model's adaptability to 

other software domains beyond the educational field. 

9
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